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3. Communicating with devices 
 

Introduction to MQTT and HTTP 

 
Figure 1. Communication protocols (source: Google Cloud) 

You'll need to specify which communication protocol your devices will use when connecting 
devices to the Google Cloud Platform. Choices include MQTT, HTTP, or both. 

MQTT Protocol 
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MQTT is an industry-standard IoT (Message Queue Telemetry Transport) protocol. It is a 
communication protocol for publish/subscribe (pub/sub). 
 
The model for publish/subscribe is event-driven. Signals are pushed to customers who subscribe 
to the subject. The Broker is the contact point. Clients are sending messages to the broker and 
the broker is getting messages out to subscribers. 
 
Messages contain the topic in the response which is used by the broker to route information. 
This means subscribers do not need to know the sender, because all contact is made through 
texts. Messages are pushed to subscribers, therefore the broker must have an open TCP 
connection. 

If the connection is interrupted, messages may be kept by the broker for later forwarding. 
The outcome is that MQTT is an architecture that is highly scalable. 

HTTP Protocol 
HTTP is a 'connectionless' protocol: devices do not maintain a cloud connection with the HTTP 
bridge. They send requests instead, and receive responses. 

 
Client requests are sent in connectionless interaction, without first having to verify whether the 
recipient is open. This means devices have no way of knowing whether they are in a server 
chat, and vice versa. This means some of the features that Cloud IoT Core provides will not be 
available with an HTTP connection, for instance – the last Heartbeat detected. 
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